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Tampering region detection and localization of double JPEG com-
pressed images

XU Linglong, ZHANG Yujin® , WU Yun
(School of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620,
China)

Abstract: Tampering with joint photographic experts group (JPEG) images often produces double JPEG
(DJPEG) compression traces,and analyzing the traces can help reveal the image compression history and
enable tampering region localization. Existing algorithms perform poorly when the image size is small and
the quality factor (QF) is low, and there are restrictions on the combination of the two QFs. In this pa-
per,an end-to-end mixed QF DJPEG compressed image forensics network named DJPEGNet is pro-
posed. First, the preprocessing layer is used to extract the quantization table (Qtable) features represen-
ting the compression history information from the image header file,and the image is converted from the
spatial domain to the discrete cosine transform (DCT) domain to construct statistical histogram fea-
tures. Then,the two features are input into the main structure formed by stacking the depthwise separa-
ble convolution and residual structure,and the binary classification result is output. Finally,a sliding win-
dow algorithm is used to automatically locate the tampered region and draw a probability distribution
map. The experimental results show that, on small-size datasets generated by different Qtable sets,
DJPEGNet outperforms the existing state-of-the-art algorithms in all indicators,with ACC increased by
1.78% , TPR increased by 2. 00% , TNR increased by 1. 60%.
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X Ol s PR 5 1 A7 S0 A X el K 0 D SE SE B T
VT AF FR BOIE SR A T T 8 5 1 2 — 1, B LB
PR AE AR 1T AE S B E JPEG (joint photographic
experts group) JE 45 B9 7= A=, 40 & RS 0 L PR L IX
I Pl A% 3 i T

T3¢ Bk JPEG R 48 f W E JPEG Tk 46 &
4 SIPEG (single JPEG) #l DJPEG (double JPEG) ,
DJPEG & v L4 Ry LR L2 . e B8 W Ik 46 19
DCT (discrete cosine transform) M #& 2 75 %} 5%, AJ
PL4y K A% %F 5% % DJPEG (aligned DJPEG, A-
DJPEG) B & F1 M #% 9E Xf 55 B9 DJPEG (non-a-
ligned DJPEG. NA-DJPEG) & 41 ; #i¢ B8 W % &
45 19 I 2 AT (quality factor, QF) & 7 AH %%, 7] LA
4y N A E QF B DIPEG B 25 A [ QF Y
DJPEG FEl %",

WANG 7 7 — F 3 TR IE Al 5 1
DIPEG EIG&BUIE %, #9887 DCT FR i 7 5
RFE B, 3 5 JPEG B 1% h A 4B & S
H VAT ERAE & . XUE %5 & 8 T DIPEG K%
() DCT 2 %0 B J7 B Z 18] 1 ¥ 05 15 22 H ) e 310 1
JEE B T — Bl R & B SR e LA N 5 i
JEWIPE . AMERINI % &% 31 7 — F #£ Bt DJPEG
PR {5 2 S 0 A0 o 15 L 1 — o o AR 28 R 4% (convo-
lutional neural network, CNN), BARNI %101 % 3+
T 3 b CNN, 2 976 DJPEG [E 5 1Y 25 | M 5 sk
A DCT 88 b 48 B AF, 7 LL 7 A-DJPEG. NA-
DJPEG F 1% I & ¥ /£ Fl. PASQUINI 5" fiff 5%
T DJPEG F 1% DCT 3 i) A 47 1# -8 B 1} ( Benford-
Fourier) & B A RE 3K 0 A . 42 ) T Wi Al 3k F A Rl 48
I DIPEG EME BUIE )7 3k . B AT #6 AR # T — 4
FIH B E . JIANG %0 43 8 7 8 3CF DJPEG
AR R HLE L BEE T — AT R AR R
BE R AE . PARK 45 i Fl A&k £ (quantization ta-
ble, Qtable) £ i T — MR & QF R H 4 £ H T
YIZk CNN B, 5 ik T W A4 QF A& 1% A48 F
R BT . PENG 250 %) FAR £ R 45 35 B iR
25 FUE R R 22 B S A B — A R B #L 2
) CNN, Af DL 52 88 K BE DIPEG & 1% /9 A& .
HUANG %150 T 28 i B BE R B 52, 78 CNN
i £ 4> % 1 )2 (convolutional layers, Conv) Z [i] 5|
NEEEL R THEMGRE . &R T —4H
8 4~ Conv HE & 1M WL MY % 4 & # CNN B A,
WANG ZE00 85 31 17— Fh Bk i Al bR 35 52 5% B 54 vk
M IJPEG MG 4 AR 25 AR W7 352 25 v 32 BUERR AiF
= &, 2 £F W & AL (support vector machine,
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Fig.1 JPEG image compression and decompression process
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Fig.2 The generation process of DJPEG tampered images:
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Fig.3 General structure diagram of DJPEGNet
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Fig.4 Main structure diagram of DJPEGNet
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1 Exit flow 3 K& . Entry flow B9% A 2 H
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Wi Ay 2. 50 AT 1 RIR BE W] 49 5 4 LRI K
WAk R 254 LT 1 R Ak R, TR 4 3 Ak
ZEr AT PR R AR BT it 1 RIS A 5k 25 4
M A5 5] S R AE 1 (32 X 32 X 256) I 4% 45 Middle
flow, Middle flow HZ5#4 )& ReL U, ¥ i 7] 43 2 4
FEURN B 22 25 ¥ (O ME B S 25 R0 A8 B AR AIE BT 1 R
W LTS 8 WU, FH T 4 4SS 78 (9 R B AT % 42 e 3]
B4R AE 2E 4T 78 40 19 2% 2 . Exit flow # 5 Middle
flow A% R 1, 285 1 kAR 22 45 4 )5 B 1
WK ReLL U B4 AR BE AT 43 85 36 B, SR U5 il 4 )= F
P A0 A5 B 1 1] & (Vector, 1024 X 1), 5 41 A Y
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T A SRR 1A B (2 X 1), T RO AR
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50 B, A iR JPEG KRR ™8, A T H ., AL
— BT R T 1120 5K IE T AS [ BG4 501 09 4k
RAER BARE X T HA BRI e LR L
BEMLGE 1 7K Ak 3R X AT R 46 A 1 STPEG R
e FEREALIE I 1 5K ik R E AT R 46 A i DJPEG
Gk, R SIPEG B 3 Al DIPEG EI& L 1t
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B 1 1L BEALFT AL 2 )5 AR S 9 = 1 A e K 43 1)
RAE R TESE
3.2 XENRBENSHIRE

ARSI B TR EE Ny 64 i Winl0 BRAE R 45,
intel(R) Gold 5118 CPU,NVIDIA TITAN RTX &
+ L pytorch TR 2% > HE 4R 35 A A A0, B 2 450
msE 1 fmR,

x1 KESH
Tab.1 Model parameter

Lr Batch_size Loss Workers Epoch

0.001 256 Cross entropy 48 30

DJPEGNet W A& S5 ¥ i fb 5 £ F
Conv ZUf FIYE A 0 ARUEZE Ry 0. 01 1Y /& 17 B HL
G3A A B S B Y Dy [0, 1 BB B AL 43 4, FC
SRR BB G A7 T ik AR B . B PR b R S R
Adam, WZESEUNT .22 2] R E R 0. 01, fb b # K
/NN 256, 15K R BLE B Cross entropy, TEHE
FRECB Ty A8 A NGRS R By 30 48, 2 SR AR Y
WSk, T LR 2 I 2
3.3 HEIXE

DJPEGNet 7£ A [A) RS () B0 4 1 9 52 00 25
WK 2 fros 55 1 5l R AY L 25 2 51 S A 4R
PR RS 55 3—5 %1 ACCL TPR, TNR 3t 3 Ff i
HUPEREVE M 78 4% . DIPEGNet #5580 #2001 By B 4%
fiE A1 4k £ 47 1E . NoHistgoram 5 Bl 1 NoQtable
R R 25 4 5 DIPEGNet {3435 — 30, (A 19 2 5
J& NoHistgoram ¥ A #£ 8 DCT 3k & 75 K ##1F . No-
Qtable A $E UL R AFFAE . LR A BRI 7E R
SF o 256 X 256 B AR B b AT SE B, 9 T g
il DJPEGNet it &b B 2 $2 B 2] 59 7 4> 55 AR 1 A
B

xR 2 AEE1%RTH DJIPEGNet SL18#(1F
Tab.2 DJPEGNet experimental data of different image sizes

Method Image size ACC TPR TNR
DJPEGNet 256 X256 0.9454 0.9290 0.9619
NoHistgoram 256 X256 0.5005 0.0196 0.9814
NoQtable 256 X256 0.8950 0.8327 0.9574
DJPEGNet 128 X128 0.8885 0.8040 0.9731
DJPEGNet 64 X64 0.8541 0.7591 0.9490
DJPEGNet 32X 32 0.7815 0.6774 0.8855
DJPEGNet 16 X16 0.7119 0.5025 0.9212
DJPEGNet 8§ X8 0.6572 0.4247 0.8897
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15 B RSF 1R 256 X 256 MR 4 T . DJPEG-
Net & & ¥ fig f& 1t - ACC 4 0.9454 , TPR N
0.9290,TNR H 0.9619; NoHistgoram # % ) TNR
EHf A, 5% T 0. 981 4, H % K F DJPEGNet
TNR.{ESZEH ACC {2} 0.5005, TPR ALK 0. 0196,
AR AT LIHE Wtz B RO 22 7 T 30 #R ik AR AR
LB B SCIRAS WLz TNR A E &2 % M
i ; NoQtable # A P GE 4 A K i, ACC i 0. 8950,
TPR 2 0. 832 7, TNR K 0. 957 4, fH B2 H & T
DJPEGNet, ACC, TPR, TNR 43 % F % T 0. 050 4,
0.0963.0.004 5, L4 F W DJPEGNet 1 J7 K FFE
PR IO 28 G T Y, K J5 R AR £ 5 SO A TG 1k
WSCBH L T etk R R A X AR R P BB AT — AR THE

T A AU 359 41 B Ty Tl AR A R S 6 R A 1) 7T 42
T .DJPEGNet ffi Jl T 256 X 256,128 X 128,64 X 64,
32X32,16 X 16,8 X8 I 6 F ] ~F Y I 1% 4 k47 5
5. BRT . BEE KRR SE B R W/ . DIPEG-
Net # G tAH R B A% . ACC.TPR.TNR % §§ f5
R4 B A, Horh TPR F R A MR ZL, K 256 X
256 9 0.9290 — & FREE] 8 X8 [ 0. 424 7; TNR $§
Fr S REd B, N 256 X 256 1Y 0. 961 9 — % [%
F| T 8X8 1Y 0.8897; ACC #E4r PR N FFa, R+
64X 64 B 0.8541,32X32 B 0.7815,16 X 16
AR 0,711 9, B 8 X8 WA 0. 657 2, L 45
# W] : DIPEGNet 75 /N RoF BG B AT A B 47 (4 46 Il
PERE .

YEHL DIPEG HUUE 45 3 i 56 #F 09 383k, 43 5l /2
WANG™ fil BARNI'" fi PARK™ Fr 4 & k. 5
DJPEGNet #E47 X} L, 75 2 (19 8048 an ¢ 3 frn . SC56
Bl R ~F 48— 256 X 256, 1] LLE Y DJPEGNet
£ ACC.TPR.TNR f&#5 b B LS T &L, &
PR SR . PARK M5 Hid H T 256 X256 R
LI #) DIPEG EMRBGIE . AR A B E /NS, 12
fLBE 1125, S22 . DJPEGNet A& I E 6 248 T 7]
KRB,

x3 FAEEELWERIILE
Tab.3 Comparison of experimental results

of different algorithms

Method Image size ACC TPR TNR
WANG 256 X256 0.7305 0.6774 0.7837
BARNI 256 X256 0.8446 0.7835 0.9053
PARK 256X256  0.9276 0.9090 0.9459
DJPEGNet 256 X256  0.9454 0.9290 0.9619
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T MR b 2 TH B W HE % E DJPEGNet £
DJPEG FIE - B9 B0 o IX 38k A7 1 B 2647 1 AT #l 4k
S SRR EE R 5 FE 6 Fran ., B 5 Sk ARG
PEI5 S o DX Sl 1) o o 45 2R, BT 6 Sk B 4 IR B e X
WA EM AR, K5 K 6 ¥ 12 kR Hg,
&l Ca) Ry I B8 T8 (b) Sl BE B EIHE TB] (o) Sl LS B ek
X3 Y a2 7 45 R B (D — (D 43 3 WANG,
BARNI #l PARK J £ 535 09 5 i 45 51, Bl (@) — &
(D43 %15 DJPEGNet £ 256 X 256,128 X 128, 64 X
64.32X32,16X16,8 X 8 I 6 Fp ]t iy 1% 4 Ll
Y150 UG BB RLEE R

(
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®
@

B 5 £ RGN B G SR X IE B E L

Fig.5 Copy-move image tampering area localization

Bo HREGEAMXEMNEM

Fig. 6 Splicing image tampering area localization
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T 45 A KRS . DIPEGNet & 25 5B i s 58,
Kl () — (D FiR, R & #4857/, DJPEGNet E{& %
U A 25 SR R B2 W S B, AN T B W E s L H R
Rz I DX 48 2 i SRR, Qi &1 (h) g, 128 X128 R Af
T . DJPEGNet B2t IX 3l (1) 5 7 25 3 L7 56 2 A 4%
FHE B IR (o . G T i B0 X I8
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