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Ponzi scheme contract detection method based on deep residual net-
work

GE Bin® ., YUAN Zheng. REN Ping, PENG Xichen, XIA Chenxing

(School of Computer Science and Engineering, Anhui University of Science and Technology, Huainan, Anhui
232001, China)

Abstract ;: The existing detection methods for Ponzi scheme smart contract are mostly based on the opera-
tion code features and account features,but using these methods to detect initially deployed contracts is
ineffective. Therefore,a Ponzi scheme contract detection method based on deep residual network was
proposed. Firstly, by analyzing the characteristics of smart contract,the single word embedding coding al-
gorithm (SWEC) was proposed. Then the contract was recoded by this algorithm. Secondly, critical oper-
ation code and its weight were extracted and the weight module of critical operation code (CO) was de-
signed to improve the deep residual network. Finally, the experiments were carried out on public data
sets,the experimental results show that the Ponzi scheme contract detection based on deep residual net-
work had 99. 7% precision and 99. 9% recall. Compared with the existing methods,Ponzi scheme con-
tract was detected more accurately.
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Tab.1 Partial operation code frequency and multiple

of Ponzi scheme contract and non-Ponzi scheme contract

Word frequency Word frequency
of Ponzi scheme of non-Ponzi
contract scheme contract

Operation

code Multiple

PUSH 373 535 1.43
DUP 241 342 1. 41
SWAP 195 261 1. 34
JUMPDEST 78 120 1.53
POP 73 100 1.36
ADD 62 84 1. 35
JUMPI 47 70 1.48
MSTORE 47 75 1. 60
SLOAD 45 43 0.96
ISZERO 39 61 1. 56
CALLVALUE 10 16 1.6
CALLDATALOAD 8 14.9 1. 86
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H 2 A7 A 3B 4 0 R S5 B R AE S 4n JUMPD-
EST.JUNPI, MSTORE, ISZERO, CALLVALUE,
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s D DA R SLOAD S8R A i I O =y & 29
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Tab.2 Partial outputs of CO weight

) . @Y

(2

Operation code Weight

DUP 0. 0000294865
POP 0.000178 3890
AND 0.000124 4996
JUMP 0.000076 867 5
STOP 0.000154 3983
CALL 0.002 8594833

OR 0.0033707080
GAS 0.007166674 8
MOD 0.034 7810359
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Fig.2 Structure of Ponzi scheme contract detection based on deep residual network
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Tab.3 Time cost,accuracy and epoch on different batch size

Bglch Time .COSI/ Accuracy Epoch
size min
1 450 0.992 150
8 130 0.995 60
16 120 0.996 60
32 124 0. 996 65
64 145 0.995 70
128 141 0. 995 70
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Fig. 6 Experimental results of CResNet
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Tab.4 Performance comparison of different methods

Algorithm Precision Recall F1

OCSVM 0.06 1.00 0.10

SVM 0.95 0.43 0.59

DT 0. 64 0.73 0.68

XGBoost"! 0.90 0. 80 0. 84

RF 0. 94 0.73 0. 82

PSD-OL™ 0. 96 0.95 0.95
CResNet 0.997 0. 999 0.998
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