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Abstract: To address the contradiction between watermarking invisibility and robustness,a zero-water-
marking method based on dense connection and redundant feature elimination network (DCRFENet) is
proposed. Firstly,in order to resist different image attacks,the dense connection module is designed to
extract shallow and deep layer image robust features from different convolution layers. Meanwhile, to en-
hance the uniqueness of zero-watermarking,the redundant feature elimination module is presented to e-
liminate redundant information and enhance image valid features by learning weight of inter-feature and
intra-feature. Secondly,valid features and robust features are fused to generate the final image feature
map,which is used for robustness training. Finally, based on training of DCRFENet, the image feature
map is divided into blocks,and zero watermark is obtained by comparing each feature value within the
block with its average value. The experimental results show that the average bit error rate (BER) is
lower than 0. 03 for CIFAR10,COCO and VOC datasets. Moreover,compared with the existing meth-
ods, the proposed zero-watermarking model is robuster to trained attacks,untrained attacks and hybrid
attacks.
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Fig. 4 Robustness on trained attacks
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Fig. 5 Robustness on untrained attacks
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Tab.2 Robustness comparison under different datasets

Attack type ,BER
CIFARIO COCO vVOC

JPEG (10) 0.0287 0.0337 0.0318
JPEG (50) 0.0170 0.0183 0.0177
JPEG (90) 0.0128 0.0164 0.0160
Gaussian filtering (5X5) 0.0145 0.0156 0.0152
Gaussian filtering (9X9) 0.0257 0.0210 0.0207
Average filtering (5X5) 0.0225 0.0189 0.0186
Average filtering (9X9) 0.0562 0.0370 0.0372
Median filtering (5X5) 0.0299 0.0275 0.0275
Median filtering (9X9) 0.0688 0.0459 0.0466
Salt and pepper noise (0.01) 0.0197 0.0252 0.0235
Salt and pepper noise (0.05) 0.0398 0.0463  0.0431
Rotation (1%) 0.0151 0.0182 0.0175
Rotation (3%) 0.0308 0.0319 0.0303
Scaling attack (0. 5) 0.0154 0.0166 0.0162
Scaling attack (1.2) 0.0128 0.0160 0.0154
Gaussian noise (0.01) 0.0179 0.0162 0.0158
Gaussian noise (0. 05) 0.0324 0.0362 0.0158
Wiener filtering (5X5) 0.0231 0.0226 0.0216
Wiener filtering (9X9) 0.0694 0.0591 0.0551
Average 0.0291 0.0275 0.0256
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Fig. 6 Robustness comparisons on different image attacks
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Tab.3 Comparison of eight standard images against attacks

& ¥ BER #@m F A ik, WE¥ T X T
DCRFENet A 2 7K Bl 5 2% Bk 2 A 40 8 A9 & 4 P L H

BER 5 S
Attack type Parameter N )
Proposed Ref.[5]  Ref.[6] 5 — oo A EE L 3R R K B T VR IR A W
70 0.0145  0.0933  0.0253 HKPLRE I A S 2 WS 3 L S R XERE . N
JPEG 50 0.0167  0.1454  0.0392 TR X PLIR A il I RE . R NC 1 b & #5697
30 0.0213  0.2687  0.0497 . . . S
ol o oiia o oLis o ois WrbrifE . 5 SCHR[4 ] SCHRL7 TR K SCiR[9 1R 47 b3,
Gaussian noise 0. 005 0.0113 0.0576 0.0720 i%éﬁ%ﬁﬂ%‘:{ 4 Fﬁﬁ:c iﬁj{[4]x¢{ﬁg%ﬁlﬂfﬂ/‘]%$
0.0 0.0179  0.0812  0.0906 PRI, H NC BIEACT 0. 75, R WIAHBL K%K
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aussilan riiterin.
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Aversge flering © 0 0o0s OIS OISR 2 £, LUK SCHRLO IR i (5 5)
roe = 2 : +JPEGJE 4 (10) F1 4 40 3§ Bl (5 X 5) + 45 £k e 7
Salt and pepper  0-01  0.0227  0.0136  0.0591 . ) R, o
noise 0.02 0.0313 0.0138 0.077 4 (O.S)E‘Jﬁ*ﬁ'@ﬁﬂ’1aﬂfﬁim%lmﬁﬁ'ﬁﬁqzﬂnﬁz
Median filteri 3 X3  0.0123 0.0165 0.0147 i AN NC A IHAL T A . W IR A K
chan HHeng o 5 0.0166  0.0467  0.0183 o S2 I P UGE W] DCRFENet 42 5 % 45 1 LA 8%
3 0.0268  0.1311  0.0875 R R, DL S AR AL T I R A R . 2
Rotation o 0029 01912 0.1198 B R 287 s 7E SR B — R IR 2t U2 Rl D 25
07 0.0892 0.2850 0253y b g iR A el O AT B 1 R H
) 0.5 0.0117  0.0091  0.0149 " ) B = ’ -
Sceling attack 0.0106  0.0030  0.0086 o7 i LRI T Rk 0 FIG A
KT #— 3 3T DCRFENet 9% KBl 7 1
Average 0.0213  0.0771  0.0538
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Tab.4 Comparison of robustness on hybrid attack

NC
Attack type Proposed  Ref. [4] Ref. [7] Ref. [9]
Median filtering (5X5) =+ Salt and pepper noise (0. 3) 0.9103 0.5784 0.8901 —

Median filtering (5X5) + Gaussian noise (0. 3) 0.9708 0.7434 0.9501 0.9366
Median filtering (5X5) +JPEG (10) 0.9600 0.8676 0.976 2 0.9815
Wiener filtering (5X5) + Salt and pepper noise (0. 3) 0.8993 0.5836 0.8926 0.9347

Wiener filtering (5X5) + Gaussian noise (0. 3) 0.9768 0.764 1 0.956 6 —

Wiener filtering (5X5) +]JPEG (10) 0.9656 0.8835 0.9819 —

JPEG (10) + Salt and pepper noise (0. 3) 0.9062 0.5866 0.8929 —
JPEG (10) + Gaussian noise (0. 3) 0.9791 0.7610 0.9551 0.9361
Rotation (2°) +JPEG (10) 0.9671 0.6854 0.8628 0.8920
JPEG (10) + Scaling attack (2) 0.9755 0.9039 0.9856 0.9694
Average 0.9511 0.7358 0.9344 0.9417

x5 Sxml3IHesnEtts
Tab.5 Robustness comparison with Ref, [13]

BER

Attack type Proposed Ref.[13]
JPEG (30) 0.0217 0.0288
JPEG (70) 0.0142 0.0207
Median filtering (3X3) 0.0137 0.0214
Median filtering (7 X7) 0.0321 0.0521
Salt and pepper noise (0.01) 0.0252 0.0217
Salt and pepper noise (0. 03) 0.0392 0.0431
Gaussian noise (0. 002) 0.0093 0.0324
Gaussian noise (0. 02) 0.0316 0.0813
Rotation (1°) 0.0182 0.042 4
Rotation (5°) 0.0517 0.0793
JPEG (10) + Rotation (2°) 0.0412 0.0821
Qe s 050 5 a0 o
Average 0.0305 0.0488
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T i — 2 PEAl DCRFENet [ % 8 % B2 B Al
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FEHE S CIFARIO W3 42 19 200 &IAS [ &4 44
WK NCEESNEFE TS E. HE6
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DenseNet 14 1 i 7K EI NC i ] 58 14 5 , 3 22 4
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Tab. 6 Uniqueness comparison of zero

water marking method

NC ratio
Range of NC )
Proposed BasicNet DenseNet RFENet
Above 0.75  0.0000  0.0051  0.0063  0.0000
Between 0. 65 \pog3 1287  0.1444  0.0275
and 0. 75
Between 0.50  veoy 04311 0.5095  0.1663
and 0. 65
Below 0.5  0.6893  0.4352  0.3398  0.8063
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HBEAT B AP Wy BB 58 77 . 4R 1M DenseNet 25 7K Ef
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Tab.7 Robustness comparison of four zero watermarking network models
Attack type . BER
Proposed BasicNet DenseNet RFENet
JPEG (50) 0.0170 0.0177 0.0170 0.0176
JPEG (90) 0.0128 0.0144 0.0150 0.0152
Gaussian filtering (5X5) 0.0145 0.01738 0.0159 0.0176
Gaussian filtering (9X9) 0.0257 0.0380 0.0263 0.0301
Average filtering (5X5) 0.0225 0.0328 0.0223 0.026 6
Average filtering (9X9) 0.0562 0.0818 0.0548 0.0626
Median filtering (5X5) 0.0299 0.0373 0.0302 0.0320
Median filtering (9X9) 0.0688 0.0857 0.0690 0.0725
Salt and pepper noise (0.01) 0.0197 0.0230 0.0206 0.0210
Salt and pepper noise (0. 05) 0.0398 0.0493 0.0374 0.0396
Rotation (1°) 0.0151 0.0197 0.0175 0.0187
Rotation (3°) 0.0308 0.0435 0.0340 0.0344
Scaling attack (0.5) 0.0154 0.0193 0.016 6 0.0183
Scaling attack (1.2) 0.0128 0.0136 0.0155 0.0151
Gaussian noise (0.01) 0.0179 0.0240 0.0248 0.0250
Gaussian noise (0. 05) 0.0324 0.0352 0.0348 0.0365
Wiener filtering (5X5) 0.0231 0.0340 0.0268 0.0259
Wiener filtering (9X9) 0.069 4 0.0939 0.0752 0.0720
Average 0.0291 0.0378 0.0308 0.0323
3 Q:E 'I,/E algorithm based on geometric correction optimization[ J].
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