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A forensic method of image tampering based on improved Mask R-
CNN

WU Yun, ZHANG Yuyjin" , JIANG Xiaoxiao, XU Linglong
(School of Electronic and Electrical Engineering, Shanghai University of Engineering Science, Shanghai 201620,
China)

Abstract ; With the progress of modern science and technology,the development of image editing tools has
greatly reduced the cost of tampering. There are many methods for image tampering, and the existing
methods often have the problem of poor universality. Meanwhile, these methods only focus on tampering
location and ignore the classification of tampering means. This paper proposes a two-stage network mod-
el based on improved Mask R-CNN for image tampering forensics. In the feature extraction part,the in-
put image is preprocessed with spatial rich model (SRM) and constrained convolution,and then input in-
to the first four layers of ResNet101,s0 as to establish a unified feature representation that can effective-
ly reflect various tampering traces. The first-stage network detects the tampering area through the atten-
tion region proposal network (A-RPN) ,and the prediction module realizes the classification of tampering
operation and the location of rough tampering area. Then,the location information obtained by the first-
stage network guides the second-stage network to learn local features to locate the final tampering area.
The proposed model can detect three different types of image tampering operations,including copy-paste,
splicing and removal. The experimental results show that the F1 values of the proposed method in
NIST16 ,COVERAGE, Columbia and CASIA datasets reach 0. 924,0. 761,0. 791 and 0. 473 respectively.
which is superior to traditional methods and some state-of-the-art deep learning methods.
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Fig. 1 Schematic diagram of network structure



Fa R

=% T ok Y Mask R-CNN & 45 50 ok BUIE 7 3k . 415 -

A b T AL B2 B URE 75 7 L ResNet 10145 g R AiF 32 Bt
T 2% S IBCRRAE . P8 B2 O3 0% 5 A B A 7 By
B 4 v, 78 55 — By B rp S0 0 B0 45 4R 43 25 R R
SLRDCIHE 7, SR 5 B 5 — B B A B A9 2 AR AR R
g1 55 B B E i A AE Y R R AE L S B I
8 1R A A X e A

ARSCH T TARRIAELL T 3 A7 i .

D ASCH SRM m# I & 5 ARG RZS &
A by ) 245 991 Ak B2 L 1) FH ResNet 101 /0 45 $i BUERAE
TR T DL A5 M B B SRR AE L B 2% 2 Ak
PERE

2) AR CEE W — T i Y Mask R-CNN
I S IO 4% A5 TR0 24 Ay i [ Bsf iz B B ke 7 R ARG ) A 4K
L IX 8 AV

3) A-RPN, 3 %0 34 58 7 42 J5 ¢ 4 1 28 ] X
I¢. TEADPRUELNFF R By S R WY, A SO
BRUAR T H AL
1.2 MBBRRSH

YR T RO A R 45 SR L R T PR
A1) 1 T 4 ) 5 A TR e A 43 1Y I 2% S B

R1 NESHENR

1.3 $HERE

A SO SRM 8 I % F1 24 0 4 B 45 4 12 BURL 1%
g MR AR 2 A LI 4% 0 5 — 2 B X A R
PEAT AL BRI FE F . 8 T 500 A [ 701 4k 3 )23 X BT 4%
SR S M T 0 S ) L AR SC A3 )X 4% FRUZ R AT
TXFH s, K Rk 2 s, WK 2 bl UE
B 3 A B R AE — R, I 4% 1 A 1 e AR
AR S, R, A SCHE B = 25 A R b Tk
HZ L EIZEAT 34 SRM BEW A% .3 A EFLUE N
R 10 /-3 38 5 FUVE by I 45 i Ah 32

F2 WNARSEREMLLELE
Tab.2 Comparative experiments on

different convolutional layers

Preprocessing LTOEnmon Conflrained SRM  Combined
layer Conv Conv
Number 16 3 3 10+3+3
of filters
Kernel (5.5) (5.5 (5.5 (5.5)
ize
Accuracy 0.949 0.938 0.952 0.955

Tab.1 Network parameter structure table
Part Type Convolution kernels

SRM 5X5X3

Constrained Conv 5X5X3

Common Conv 5X5X10

Con _1x 7X7,64,stride2
Max pool 3X3,64,stride2
Feature extractor Con 2x [1X1,643;3X3,64;1X
- 1,256]X3
Con 3x [1X1,128;3X3,128;1X
- 1,512]X4
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A-RPN
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FC 1024
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Fig.2 Weight settings of three SRM filters
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Tab.3 Training and testing images in

three benchmark datasets

Datasets NIST16 CASIA  Columbia COVERAGE
Training 404 5123 — 75
Testing 160 921 180 25

1) NIST16 $#i 4 404% 564 K5 ok K45 . 25t 5
Aab B D B A A b R L B BRI
PEHET ground-truth DAIEPEAL, & R B AL 3 Fp
SO R L DR RS bR L A R
560 WE 4G AR R 564 I Bk %, B/ A kg R
JPG,

2) CASIA ¥ 48 $2 At 25 Fl H 5 19 BF 42 F0 52 -
G 55 PR %, Bl B A IR R AT Tk R O S b
B, ) ok uE OB OME AF . A SCfiff B CASIA 2.0
(5 12308 140 #E47 145, CASIA 1. 00921 f@ K140 H
Tt

3) COVERAGE %48 8 & — > A0 &/ i B4
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Ji ey PR e i P A e 8 5 79 A A 3 7 % 42, 3 i
B ML S - 0 o 4 21 ] i (R4 b L T A -
U A 1 TR AR

4) Columbia BU#E 4 L 1F T K B 45 R PR .
R E AT 363 IR, Hrh A 180 IE PR 5L
EI R 183 i Ji 4f 1 45, $2 Bt 1 AH B Y ground-
truth, 348 RG4S A [R) B005 AH LT ) B S R
PF 4 5 09 AR A 1 B ks X3k TIFF 5
BMP #620. EME RSB 757 X568—1 152X 768
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2.2 XBSH

H T BT 4 ) I 28 A58 rh 4 ResNet101, 402
B2 B R R AT I 45, £ th IR BR R ME T 42,
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BEARIRA . A SO SCHRC 13 TR B9 COCO 5 1%
ol B B Gk — B Be 2%, T I Sk 2% A AL Oy
110 k 25, Fe W) 9 2% S R B E SR 0. 001, 7F 40 k )R
FEAK S 0,000 1,7E 90 k B G BEAK M 0. 00001, 248 3C
JIT A 1) 52 50 78 NVIDIA GeForce GTX 2080Ti I
AT . R Pytorch IR E 22 HELR
2.3 XWEBR
2.3.1 #MFir

T VEAR T AR R AR AU A A O L AR SO T
fiE LB ITAS 8 A5 AR K F1 40 BRI 42 0 2% # 4E
PE (receiver operating characteristic, ROC) i 28 T 1Y
i fl (area under curve, AUC), F1 5802 KR4 31
e 0 e A8 TE A s 1 o AR SO TS [ £ 1 T fe
M m i F1 3800 R A AR R 20350

Pl — 2TP
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7 L SAG 2R 0k R I 1F B 09 %8 & . FN (false negative)
FR LR N R F L I LRI 45 R B SR R
2.3.2 FiEsk

AR SCPPAR AR L ) T 5 A5 R 7 R DL S T HSCH A
R M RE I FLRE S B 0 LR AR e R R IR
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1) NOTI' 5 ik fit B v 38 /0N D 28 B500F Jrg 5 M 75
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Fe
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W2, I ARS8k R AF A B 2 ) P 25 o8 5 o7 5 L e 1)
FIE X 5K

5) RGB-NU*1 )5 ¥t RGB i Filid i SRM % 1
A5 3] 110 Wl P A 5 5 A ke ARG D PRI 118 Bl IX I
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SRR AE o K B B R A ) A Ry Sy 8 S (ARSI )

AR 30K T AR R A DL B LR O vk R AT X L
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Tab.4 Comparison of F1 values of different

methods in different datasets

Methods NIST16 COVERAGE Columbia CASIA
NOI11H8 0. 285 0. 269 0.574 0.263
ELAM 0.236 0.222 0. 470 0.214
MFCN! 0.570 — 0.612 0.541
RGB-NM 0.722 0.437 0.697 0.408
Ours 0.924 0.761 0.791 0.473

x5 ARBEETAREFERN AUCELILE
Tab.5 Comparison of AUC values of different

methods in different datasets

Methods NIST16 COVERAGE Columbia CASIA
NOI1H 0. 487 0.587 0. 545 0.612
ELAM 0.429 0.583 0.581 0.613
J-LSTM!®! 0.764 0.614 — —
H-LSTM!™ 0,794 0.712 — —
RGB-NL 0.937 0.817 0. 858 0.795
MT-Net "] 0.795 0.819 0. 824 0.817
Ours 0. 990 0.942 0. 863 0.787

AR T A SO EMIEAL T L Z 0 F1 438
g . £ 5 BR T AUC R A, IR 4 fsk 5
HR S5 AT LU A SCRT 4R A D E NIST16
COVERAGE %04 45 b i £ DU 1 e A7 b 3 19 ol 3%
AT A B B F1 43807 NIST16,COVER-
AGE #l Columbia ¥t #i £ = 4 5 8% K 1 0.202 .
0.324 F10.094 , ¥4 4 2 5 5 2 28.0 % . 74.1 % Al
13.5%.,

A0 HCHE 38 5 7 T AR SO T T MR B S s
Wi 75 R JPEG He 4 JURP 7 X HEAT % b, b g i
MR RS- E R 0,77 228 5, JPEG R 46 1Y i &
H 70, FEFR 6 PR T EUE G SR A SR A R S
SRR, PG B0 A L At B 1 5y Tk RE 8
AR T B R L DR AR Sl A TR A B AR S B
77,

WHEHF - BWM 20234 H3uk

F o6 BUREELR

Tab. 6 Data enhancement comparison

F1 COVERAGE CASIA NIST16
None 0.748 0. 464 0.915
Flipping 0.761 0.473 0.924
Flipping+ Noise 0.743 0. 447 0.921
Flipping+JPEG 0. 744 0.484 0.922

2.3.3 RAFERSEFRLER

PTG B ke TN 3 2 5% B o T B o R R L IX
B A AT 55, A SO B BE A [R] ) 5 800X A
% . NIST16 $fm 4R T 5 o op Kdnss. D &
Hil-KG 5 2) PR 3) BBr. TEA CH, i i FHAE
PR B e R 4 2R A 25 R Il 5 BT . AR SCK R
W o285 3 5 SCHRL13 10 He PP 98 Ay ~F 0K B2
(average precision, AP) , &5 R« 7 i, NE 7
A LU AR SORERLTE B2 R WG 1A e 2 o (0 2
TEDFHE EYEREAH 224K,

7 7ENISTI6 BIEE EZFER AP L
Tab.7 Comparison of multiple types of AP

on the NIST16 dataset

AP Splicing ~ Copy-move Removal Mean
RGB-N?! 0. 960 0.903 0.939 0.934
Ours 0. 945 0.996 0.877 0.939

2.3.4 EWHH

FEE 4 REL S v A SCH T T 4R AR D) R
RGB-NM MT-Net™) i) ] #9445 5

e 4 v, 1 T COVERAGE, Columbia F1 CA-
STA %l S0 A 4 L BT O AR 2 iir LA o T
SEMEE R T, NI 4 HFa] DUE Y AR SO A
i F RGB-N"*  MT-Net " A5 18, Bl [X 38 A i1 2% 56
J3 A S AR RE A I 2 L i RGB-N J7 ik HAEsC Bl
H g B0 K E 7, MT-Net J7 ¥ 8 o 45 52 AN S 1R B
M, e 5 AR SCAE NIST16 $edide b RR T £ Fb
B A 5 R R TR A B — A e H TR
OB VE SR PRI 25 5 . DAL 4 FEL 5 el UE
AR ST R R A G ) B RO O 4 R RN B
SRR PERE . M A SCOR SRM B SR 5 AR B
FUZAAZE G A S8 ORI AR W P R AR . [R] B 7
B BB D) 4% o 1/ T 1 A TR 7 JR) 0 DX 3 b BRA T A A
55 B AR AR A T 9 ) B ol DX B o 2
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Fig. 4 Qualitative visualisation of localisation results
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Fig. 5 Detection results of multiple tamper types on the NIST16 dataset

2.3.5 HmEk

TS UE AR SCET B Y 9 A B 2 R A-RPN A
Py A R, AT RE S ) 0 A AT I S
Horpr, Base model #7R A R0 40 32 Fl A-RPN A
B H B T2 o X 3 52 37 s Preprocessing layer 278
i T SRM F1 52 29 o 45 FUAH 25 & 1y I 45 155 7 1y
b BEZ M B W CBAM 3 1B 8 ; A-RPN £
RESINT CBAM ¥ & ) #5891 3 A s I 7 4b $2
8 HFH T NIST16 Fl Columbia ¥ 5 £ 1 45
o N 8 AT LLE 7] B 75 0 2% A5 78 v gl A T 4b
FEZF CBAM B H BB A R4 i 99 28 6 5L g X 5 Aor
RE BE

x8 AREEEEMELE R (F1/AUC)
Tab.8 Comparison of detection results of

different models(F1/AUC)

Models NIST16 Columbia
Base model 0.844/0.901  0.703/0.812
+Preprocessing layer 0.873/0.950  0.729/0. 834
+ A-RPN 0.901/0. 963 0.765/0. 851
Ours 0.924/0.981  0.791/0.863
2.3.6 A ZESH
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FEZR 9 TR R[] 5 9 A AR 1 2 i RO 2 4
HTA A SCHE A AR S BRI T MT-Net™
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B, ARSCIR BB IEWOER AT IR E] 13 frame/s. i T
HA BRI 2% 2] J7 1%, 9T LA AR SC U7 5k R A5 T E S
A 305 PG G ARG T Y ST I T
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Tab.9 Complexity comparison of different methods

Methods Parameters/10° Frame/s
RGB-NH3 1181. 82 0. 35
MFCNH 512.92 —
MT-NetH 72. 80 1.25

Ours 382 13
3 &

AR SCHR T — ol R A B IBOE ) 45 AR %
W 2% 5 750 2 5L T Mask R-CNN W) 2% fi t o i L fiE 6%
IFi) i 52 B B i T BB o S AN B B X B 7 . A SO Y
P SRM Fl 52 29 35 BUMI 45 & 18 0 T 4b B )2, Res-
Net101 R8T W 4% [ 3 7 2% > 5L el R fF , 8 37 8
A SRR B 2 Fh B 00 B 1 B8 — R AIE R L AR
1o A I B ) 4% S B o5 T B A 28 R B X A
FE A AN IR AR b SC 00 SR W, AR SO 4R Y
2 F1 53 B0M AUC {8 ¥ B8 8005 i 25 5% I8 1%
G DA KR 2 B0 B o 2 T ik O B 2 Rl Lo
Bt LA GBIz iie . fEAREM TAES,
W BR R BCBOUE i/ B AR R0 2 H bR A, 42 5 9
25 B Xt A Zp Pl BBCTIE 1% 3 P v A b
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