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Abstract : Based on the inherent properties of quantum mechanics, quantum random numbers produce the-

oretically completely unpredictable true random numbers through quantum physical processes,and have

important applications in many fields such as information security,computers,and quantum communica-

tions. In order to meet the practical application requirements of quantum random number generator, this

paper proposes a quantum random number generator design and implementation scheme based on mul-

tiphoton state bulk noise measurement, which realizes a miniaturized, high-rate, real-time quantum ran-

dom number generator,and the real-time output rate of quantum random number can reach 103. 2 Mbps,

which meets the randomness test standard of GM/T 0005-2012 Randomness Test Specification and has

the ability to work continuously and stably.
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Fig. 1 Single-photon path selection scheme
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Fig. 2 Single-photon time interval scheme
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Fig.3 Equal interval photon counting scheme
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Fig. 4 Quantum random number generator scheme
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£ 1 1 Ghit HIFHIBEHIMERNE R (s=1000)
Tab.1 Randomness testing results of 1 Gbit data(s=1000)

SN Test items Parameters _ Statistics _ Results
1 Frequency (Monobit) / 997/1 000 Pass
2 Frequency (Block) m=100 98871 000 Pass

m=4 991/1 000 Pass

3 Eoler m=3 989/1000  Pass
m=2, 2"l 994/1 000 Pass

4 Overlapping m=2, 2" 991/1 000 Pass
temp[ate matching m=§, 2" 987/1 000 Pass

m=5, 22 985/1 000 Pass

5 Runs (total) ! 991/1 000 Pass
6 Runs (distribution) / 986/1 000 Pass
7 Longest run m=10000 992/1 000 Pass
. S k=3 989/1 000 Pass

8 Binary derivation k=7 089/1 000 Pass
d=1 991/1 000 Pass

: d=2 987/1 000 Pass

9 Autocorrelation 8 98671000 Pass
d=16 986/1 000 Pass

10  Binary matrix rank M=0-32 990/1 000 Pass
" Gufiilating Sufis Forward 995/1 000 Pass

Backward 997/1 000 Pass

12 Approximate entropy m=5 985/1 000 Pass

13 Linear complexity m=500 986/1 000 Pass
: ot L=7,

14 Universal statistical 0=1280 986/1 000 Pass

AL / 9921000  Pass

transform

0T HE G VA R B AL BOR A RS M AR
17 3 A K7 3 B I . 7 22 R 4R 10 Gbit
BEHLF 51, 40 % 10 000 44, Bl s=10 000, 4 41 % 4 K
JE 4 10° bit, i (DRSS K=9871. MK K
BEMLF 51 38 o 4G I, A 5 SR AN 3% 2 TR Bl HL
58 3 BT A A 00 3 0 5 e

B F -

¥

2022 &

%33 &

£ 2 10 Gbit ZIEAIBEHL RN L R (s=10 000)

Tab.2 Randomness testing results of 10 Gbit data(s=10000)

SN Test items Parameters Statistics Results
1 Frequency (Monobit) / 9906/10 000 Pass
2 Frequency (Block) m=100 9912/10 000 Pass
3 Poker m=4 9880/10 000 Pass
m=8 9909/10 000 Pass
m=2, 2"l 9893/10 000 Pass
4 Overlapping m=2, 2" 9899/10 000 Pass
template matching ~ m=5, 2! 9905/10 000 Pass
m=5, 22 9906/10 000 Pass
5 Runs (total) { 9899/10 000 Pass
6 Runs (distribution) ! 9875/10 000 Pass
7 Longest run m=10000 9908/10 000 Pass
. s g k=3 9907/10 000 Pass
§ Binay deriyaiion k=7 9885/10000  Pass
d=1 9899/10 000 Pass
§  Autéecelation d=2 9901/10000  Pass
d=8 9911/10 000 Pass
d=16 9903/10 000 Pass
10  Binary matrix rank M=0-32 9895/10 000 Pass
. Forward 9901/10 000 Pass

11 1 )
Cumu_ atvesums  Backward 989210000  Pass
12 Approximate entropy  m=500  9907/10000  Pass
13 Linear complexity m=5w 9901/10 000 Pass
14 Universal statistical QL: 280 9883/10 000 Pass
Discrete Fourier

15 / 9.883/10 000 Pass

transform

PE— LR A 1000 Gbit B & . X Kl i
3 1000 YR A4 BEDL LA I . 76 By A 350 H 258 1 691 &0
21000 Y BE ML AG I B 38 5 OB 876 WKL BN AR
I 5T 1 2 DO 5 L R 2R D B 3 ok G T F A A B K
3R . AR I T R LR A Sy 146 UL
Kl 7 24 000 ¥, R MR 0. 61% ., 3 b A 4G
AL T RELECKR A A B A i SRR E B TARRE S .
3 1000 Gbit H#E) FEALER 45 R (s=1000)
Tab.3 Randomness testing results of 1000 Gbit data(s=1000)

SN Testitems  Parameters  Tests (F Igﬂggef) K=974 K=975 K=976 K=977 K=978 K=979 K=950
1 Frequency (Monobit) / 1000 5 0 0 0 0 0 1 4
2 Frequency (Block) — m=100 1000 0 0 0 0 0 0 0 0

m=4 1000 2 0 0 0 0 0 1 1

3 Poker m=§ 1000 2 0 0 0 0 0 1 1

m=2, 2" 1000 4 0 0 0 0 0 2 2

4 Overlapping m=2. 2"’ 1000 3 0 0 0 0 0 0 3

template matching =5, =t 1000 3 0 0 0 0 0 0 3

m=5, 2" 1000 2 0 0 0 0 0 2 0

5 Runs (total) / 1 000 3 0 0 0 0 0 0 3

6  Runs (distribution) / 1 000 49 2 2 4 2 10 10 19

7 Longest run m=10 000 1000 4 0 0 0 0 0 | 3

; — k=3 1000 5 0 0 0 0 1 1 3

8 Binary derivation =7 s A o = o o 5 5 .

d=1 1000 3 0 0 0 0 0 0 3

i d=2 1000 3 0 0 0 0 0 0 3

9 Autocorrelation d=8 1 000 > 0 0 0 ° | | °

d=16 1000 3 0 0 0 0 0 0 3

10 Binary matrix rank M=0-32 1000 2 0 0 0 0 1 0 1

" Cumulati ms Forward 1 000 3 0 0 0 (] | 0 2

umulative sums — gackward 1000 1 0 0 0 0 0 0 1

12 Approximate entropy  m=$ 1 000 3 0 0 0 0 0 | 2

13 Linear complexity  m=500 1000 5 0 0 0 0 1 1 3
: ;s =7, "

14 Umyersal stauspcal O-1280 1 000 17 0 0 0 2 5 2 8

15  Disersie Pourior / 1000 18 0 0 I 3 1 8 5

transform
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