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A carrier free information hiding method based on Arnold scramb-
ling and DCT coding

GUO Chenfei, ZHANG Chunyu* , GOU Peidong, LLIU Hailun, SHAN Liying, WU Xiuqi

(School of Information Engineering, Xizangminzu University, Xianyang, Shaanxi 712082, China)

Abstract ; In recent years,search mapping carrier free information hiding is very popular. Although it has
certain robustness,it has low hiding capacity,large transmission load and high algorithm complexity. To
solve the above problems,this paper proposes a carrier free information hiding method based on Arnold
scrambling and discrete cosine transform (DCT) coding. The algorithm first completes Arnold scramb-
ling of the pictures,then encodes the low-frequency coefficients after DCT,and then changes the scramb-
ling parameters to build the index table. The algorithm selects the parameters corresponding to the same
coding value as the secret information in the index table to build a candidate queue,and finally filters out
the parameters with strong robustness and send them to the receiver as a key. Experimental results show
that compared with the existing methods, this method greatly improves the embedding capacity and has
stronger anti JPEG compression performance. The algorithm reduces transmission load,is simple and has
strong application value.
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Tab.1 Arnold transformation period of two-dimensional image
4 3 1 1 2 3 4 4 6 1225 51
n o 6 4 2 0 8 4 8 6 2
. 3 1 1 2 3 1 4 19 38
Period 36 o, 5 4 o 2 s % 2
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Tab.2 Codes corresponding to low frequency coefficients

Low
frequency
coefficient

6.4 8.4 —5.3 0.0 2.5 —0.3 0.5 —1.0

Corresponding 1

code 1 0 0 1 0 1 0
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Fig.3 Schematic diagram of picture blocking
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Tab.3 Comparison of information hiding capacity

H%dden Picture size Relat_ive

Method dlg'ns /pixel Ca.pac!ly/

/bits (bit/pixel)
Pixel"'™ 8 512X512  3.82X10°
SIFT_BOF* 8 512X512  3.05X10°°
DCT_LDARPY 15 512512 5.7X107°
DenseNet DW T 8 128 X128  4.88X10™"
O_GANL] 300 64X 64 7.32X107?
LSS_DWT!® 4608 512X512  1.76X10 *
The algorithm 8 X 64 64X 64 1.25X10°!
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e o B — K B R A% o 5 R A 07 U 1) B R
N BB — 3L Lo i B B TR 4 5 L BB
PIESNIF

_ Bk
S="5- (6)

KM 256 _Object Categories E{fEFE kB T
100 sk & Fr IF 44 e A (9 B R R/NiEAT B B, DL 48 X
A8 N 64 X 64 {1 A B H#EAT IR, XF T 48X 48 fy
B R AR B BROEE 6 57 A 9] 14 A7 8 o i 97 3 000 3
XF T 6464 (18 Fr, DUREAS BRBRGEC 7 067 ) BEAT &
P O e . RS SRR 6 TR .

K6 H(a), (b) 433 kg 48X 48 Fll 64X 64 fiy & A
W S, Forp g 2 BT A 1B 4 1 247 Gt 0 1k oy %
A LU 2 Ca) v SF- 35 B 2 % 93 %60 22 4 [/ (b)
Hh P 2 BRORE L T % L 28 M A 99 V0 o B R B A O
) RSP i R AR 1 B TT LR X R Y 2 8 K il 0t
P i 1 79 B SR AR A I B

fWUV‘UWWV‘V"WV‘V\fWV’“W‘*V:
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Fig. 6 Success rate of information hiding: (a) 48 X 48 picture; (b) 64 X 64 picture
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. Pe 4R BOBL 3% 45 BB DR O SR AL P oA T A R
TN E AR BB

T2 i HE AT T PR O L L AT AR R
HNFH 10.30.50,70,90 B9 JPEG R4 . Hixd ik
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JPEG JE4F Ui RE 100 B3 . 7ERPUHER e L vk
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Tab.4 Extraction error rate of different carrier free methods( % )

DenseNet

Project Parameter DCT_LDA®Y DWT 2 LSS DWTH! The algorithm
Q=10 15. 00 13.70 9. 60 0. 00
Q=30 9. 00 8.50 6.20 0. 00
JPEG Q=50 8. 70 5. 00 11. 80 0.00
compression
Q=70 5.20 5.50 0. 40 0. 00
Q=90 1.50 1. 50 9. 00 0. 00
Gaussian
white 0.001 29.50 22.40 15.6 50. 39
noise
Salt and
pepper 0. 001 19. 50 18. 00 9.00 1.72
noise
Gaussian
low-pass [33] 0.70 1. 50 3.2 8.05
filtering
Center 20% 95.7 95.7 69. 00 41. 88
clipping
Edge 20% 76.5 75.7 88. 8 65.16
cutting
4.4 BEEFREDWN 9. end
A SN B [B) 522 44 B R 25 ) 52 2% B3 1 A 3 oK X 3% B 2 LSS_DWT (X n)
YRR 2% B R AT A0 A JF X LSS_DW TS i )5 3 i A\ imagel ,image2-:-imageN

FHTR#EAT TR, 5 kAT TR, L
¥ 855k . Intel (R) Core(TM) 17-7700 CPU @ 3. 60

GHz, 16. 00 GB RAM. fli ] ¥y # 14+  Mat-
lab2018a,
4.4.1 B} E e E M

A SCR VR B[R] 52 2 B 5 IR R i R/ L S 80
TEICLA B RS /N I R R B B G . A S asb
(1. 8] FA/NRFEIR 6 i hfl, 5 LSS DWTH 5
DR E AR AT X . PR O R L R R B
AT Jrs

B 1 Arnold. DCT (nXn)

i A\ image

4 Index table

1. fora=1:8

2.for b=1:8

3.for N=1:48//1,2,3 ME 44 K 8 X8X48

4. Arnold _image = Arnold (image)//Arnold A%
e, ZIRE nXn

5. DCT image = dct2 ( Arnold image)//dct 25
e, B IR H nXlog2"

6. Index table(a,b, N) = encoded (DCT _im-
age)//dct G, 2L FE R (n/8)% X6

7. end

8. end

4 Index table

1. for i=1:N//&E %N 30

2. for j=1.W/ /% Je K 24X 24

3. Scrambled _image = scrambling (image (i))//
PEATIR P E Tl S AR E S n X n

4. Blocked image= block (Scrambled image)//
L EZ IR nXn

5. cAl = dwt2 (Blocked image)//dwt A5 #, i
2R FF K n X log2"

6. Average cAl=average(cAl)//3K dwt {4
B EIE L Z IR E N nXn

7. Index_table(i,j) =encoded(Average cAl)//
Xf dwt IR 5 B0 - Y (8 B AT HE P g B, S22l 9

8. end

9. end

RIS X I RN Arnold & EL A
Yeg xR b i i — AR R AT B A L O A 4
EH nXn, det2 il dwt2 BB 425~ n X log2", Ar-
nold_DCT S8 i al A4F B (n/8)% AN/, Fovh g A~
INRFE IR 6 L B IR (n/8)7 X6, LSS_DWT
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