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Robust image watermarking algorithm based on graph-based trans-
form and DWT-SVD
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(School of Communication and Information Engineering, Chongqing University of Posts and Telecommunications
(CQUPT),Chongging,400065, China)

Abstract ; Aiming at the problem of poor robustness of image watermarking algorithms when the attack is
strong,a robust method based on graph-based transform (GBT) ,discrete wavelet transform (DWT) and
singular value decomposition (SVD) is proposed. First,we perform non-overlapping block processing on
the carrier image, select the sub-blocks with higher pixel variance values and perform DWT on each sub-
block to obtain its low-frequency coefficient matrix,and then perform GBT and SVD on the low frequen-
cy coefficient matrix in turn to obtain the singular value matrix,and finally embed the watermark infor-
mation to the largest singular value matrix. The experimental results show that when Pirate image struc-
ture similarity (SSIM) reaches 0. 97 or more, the algorithm in this paper can effectively resist attacks
such as noise, filtering, JPEG compression, cropping,and exchange of ranks,and the normalization coeffi-
cient (NC) value is all above 0. 9.
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[ RE & 15 5L B 0% i A7 7F 2 iR 1R 23 8] B B A R
Rz, BA B0 P0% 2 BE M fE S A B
HIRE T . SCERL2 ]8R T —Fh 5 T 2 7 3 R /N I
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e 35, (complex wavelet transform, CWT) i K 14 &
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ZER A SR NS ST U= Tl et s o | )
B & e 22, SCERL4 48 1 17— Fb
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o0 v B B T A i A K ED ER, 5 3
K 1% W& {H {5 M b ( peak signal-to-noise ratio,
PSNR)FEAR . SCHRL7 ]38 i 7 —Fh 3 T DCT (dis-
crete cosine transform) fil %7 R {H 43 fi# ( singular val-
ue decomposition, SVD) i & 1% PE 1R & K EN £,
RS H 1 7K B RIS A0 e 3SR e 2% . SCHk (8]
ZE i T DCT F0ES 8/ ik 28 5 (discrete wave-
let transform, DWT) LA & Arnold & il , & 7K EI &
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TEAS 52 R i B 25 R i 55 248 48 47 B (8] B9 1% 00 F AT
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Fig.2 Embedding the watermark process
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Fig.3 Extract the watermark process
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JK ER 5 B k1A & 1% Pirate, Lena,Baboon,Room £ JG
i 09 &R B9 SSIMAE 43 51 50,9773 .,0.9654
0.9925.,0. 986 6., & i fy 7K B 1118 5 — £k H. AR & £L
(normalization coefficient, NCO{H¥ A 1, B H IR &

AR 6 S 7T U P, Baboon By SSIM {H W& =5 T Hofih
AR B 1%, 5 K 7E T Baboon H A W & 4% 4 b %
SEAL) RN S0 BRRRAE 78 AH TR A 0 A SR B R M AT A
PG AG B L 11 J0E W

F 1 FTBE K ED B HR N AR EX

Tab.1 Embedding and extraction of watermark without attack

Carrier image Pirate

Lena

Baboon Room

Watermarked image

(SSIM)
SSIM=0.977 3 SSIM=0.965 4 SSIM=0.992 5 SSIM=0.986 6
Extracted watermark > b > &
(NC) 7% % 7% 1%
NC=1 NC=1 NC=1 NC=1

4.2 BEUDIN

£ R K BN RS AR 1 2 K B IR o R R
PE . T AR SO R I R BT OR [ 5
AN TF] 26 0 1) o o K R R B 5% e L Ol i NC Rl
PRIG K (bit error rate, BER) 3R 3 ff # B #) /K 7,
NC {8 .BER {8 /) BU{E 5 Bl 26 0—1 Z i), 24 $2 B Y
K BN 43250 JE bR K BB, NC {9 #2358 1, BER {1
LT 0, NC A BER {H 89 E L= (12) Fis

e > Z‘qu,]‘)w* Ga)
NOIID YA TENTED SHID SN ARt

M X N

BER

12)

X OERRFEIEH M N LR KEEBGTT
BB EL W R B K ED W R IR 7K B

R T Gt g 8 E L R ek O =R A X
N A5 HEAT RN &4 5 & LR 2 iR .

TR AR SR Y B R L R R A K B Y 2
PR 43 530 1 A7 8 B e b DA S U AT X 4 ik )
FHEZIOK ER MR 1 NC {8k i 2 58k i & e k. s
HEERNE 3. R 4 PR,

MR 3 AT LA ) A 3OO VR A T X A [ 3 ()
M R T g Uk Tk L JPEG R 45 T DL % B sh B
Yodi 7 AR AT R AR Efe . NC E I 7E 0. 91 D) L,
JUH AR Z JPEG F4i Xy i, $2 B K BN RS NC
fE R s 2] 7 1, Jst PRE T4 7K B iR A 3 R R

PO 2 5 0 o 78 R 18 52 1 45 B0 Ja nl L s R JE
R BROK BTG IR 05 S, {EL7E T X BT 1A 2 A T
4 B 5 22 5 5 B IR A T B I Ml Rl o el R
Pl 5 77 R oA b 7 P 45 v 2% 15 3K 1 K 8 L TRT AR AR
R BEAR I R O 3 2R U A .

x2 BHSANX
Tab.2 The meaning of each symbol

Symbol Mean

Gaussian noise
Salt & Peppers
Speckle noise
Mean filter
Median filter
JPEG
JPEG2000
Moving blur
Histogram equalization
Cut
Ration
Exchange ranks
Mosaic attack
Top Right

Extracted watermark

I;ZT‘W'—'—*EO’TJMUC:U:D

E_W

MR 4 AT AR SCH 0k AN ) 2 i 2 08 55 1)
ity S HeAT A ity | B B vE Ml LA O3 2 5 il
AREA AR SR ARG Fem NC{HIKE] 0.998 1, {H
T T X A T4 o Bp 1 BB AN A L 2 D IR A T A I
i B RO T RR AR A SR A L T R L
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IR B0 B3 %

F 3 RBUKEEMIE K S (NC)
Tab.3 Robustness of watermark extraction against

conventional attacks (NC)

Attack Parameter  Pirate Lena  Baboon Room
0.008 0.9744  0.9534 0.9623 0.9584

0.01 0.9462 0.9489 0.9585 0.9496

0.008 0.9950 0.9913 0.9963 0.9944

0.01 0.9851 0.9882 0.9950 0.9919

0.008 0.9969 0.9944 0.9975 0.9974

0.01 0.9957 0.9938 0.9957 0.9958

3X3 0.9642 0.9654 0.9673 0.9558

b 5X5 0.9423 0.9480 0.9474 0.9211
. 3X3 0.9913 0.9963 0.9901 0.9882
E 5X5 0.9429 0.9636 0.9343 0.9436
50 1.0000 1.0000 1.0000 1.0000

¥ 90 1.0000 1.0000 1.0000 1.0000
50 0.9508 0.9490 0.8428 0.9136

N 90 0.8472 0.8577 0.8034 0.8217
H 9 0.9331 0.9105 0.9507 0.9246
1 — 0.6866 0.6803 0.6952 0.6956

T AR SO A R SR AR SO R DWT-
GBT-SVD %% 55 ek [ 17 ] iR B RDWT-SVD %
HEU AL G ) DWT-SVD 5k gE A7 %t He . 26 B Pi-
rate BIGAE  BRAR B 7R GRIIE 3 Bl Ik ik A K B
Bl P R SSIMAE MY AF (9 i 92 T » 6 He R A7 % ML

WHI - B W 20224 33k

x4 REUKEIIILAHERAEWHHERME(NC)
Tab.4 Robustness of watermark extraction against

geometric attacks and combined attacks (NC)

Attack  Parameter Pirate Lena  Baboon Room
Top left 1/16  0.9762 0.9775 0.9750 0.9743

Center 1/16  0.9724 0.9687 0.9705 0.9699

! Center 1/4 0.8960 0.8918 0.8934 0.8947
Top right 1/4 0.9044 0.9023 0.8891 0.9008

2° 0.6908 0.6995 0.7032 0.6852

K 5° 0.6129 0.6331 0.6328 0.6368

| (1,20) row  0.9932 0.9981 0.9938 0.9994
(1,20)column  0.9926 0.9938 0.9988 0.9981

F+J 50+T_R1/16 0.9762 0.9775 0.9750 0.9743
C+J 0.01+T_R1/4 0.8977 0.8913 0.8995 0.8977
8§ X8 0.9693 0.9711 0.9876 0.9494

16X 16 0.9159 0.9218 0.9571 0.9071

i UL R U ik, 1) B BER {8 5 45 BUAY 2052 7K B &
BORVEAL L B B v, BARSS Rk 5 iR, A
5 AT LA T RDWT-SVD Sk 7E 5t B 5 B 24 1 1%
iy HAT 305 9 45 % BER {HAUAT 0. 0059, HAEM
ERHOR A W AR T A SO (A SRR A T X
HoAth 25 7Y (% T i PR RE AR T RDWT-SVD 53k, G
HAEBTIE e Bk i A SCHE 1) BER fHAXA 0.0557
50.013 7,7 RDWT-SVD &A% T 0.2109 5
0. 157 2., $ B 7K B EHG AR AL 58 RCR B S0 T
RDWT-SVDH i . 1% 4t i) DWT-SVD 5 ik 75 I %t

®5 REUKEE BERBE5ESEKIT L

Tab.5 BER value of the extracted watermark vs. real image

Attack  Parsimeter RDWT-SVD DWT-SVD DWT-GBT-SVD
E_W(BER) E_W(BER) E_W(BER)

A ool ﬁgtﬁo.om "7 4 ; 0967 28

B ool i'goozu 'ig:’o.ou 4

< 001 1“% 0.0059

D o= %gbmz 0

E 33 i1‘5:0.014 6

F 50

G 50

H 9

I Top left 1/16
K 2
L (1,20) rows

M 8x8
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S TR AR i DWT-SVD (1) 8 s & 1% 7k Bl & gk

A UE I o 5 A0 58 e 47 50 i BB R T AR SCE
BER {H{A 0.0420 F1 0. 008 8, {H A< 3¢ 84 1= 75 i %F
HAbZE R By i PERE ¥ L T DWT-SVD &k, |
P T4 00 A0 80 R TR AE T AR SO T AR A ks
PEIGAR A B fig ot 51 4R b, i A B9 K B B X T
DWT-SVD Bk A Eom &, il L adral
DL A SCHR A BGOK BN R A LB R Y

5 4% it

AICHI AN AL e AR R 7 2216 45 DWT Al
SVD. 4R H T — Fh 2 T B R B Ak 21 & 4 1 1B 150K
Bk o Bk A 1 A e 1 5 22 45 3R A A 2 A 14
AR T 1 g k5 41 v A B B T Y 3 i A Y
PG TS RORFEAR T A (] 53 5 A9 2 o7 % oK B4R
BRI o 3l X L SE R W] DL L Pirate B EARTH
AL ot A0 L AT Bl B ) S 23R 5% R 3 /N TR 5
% ELAR IR 7K ED R A 58 ROR B 4F . (HR R TR
L7V M i ol e e T i i R RS A TR R —
A HIIEFE R i — 2D 4R T T T PR RE .

S E

[1] ALSALAMI M A T,AI-AKAIDI M M. Digital audio water-
marking: survey[ C]//Foundations for Successful Model-
ling & Simulation,June 9-11,2003, Nottingham, England,
UK. England: Society of Modelling and Simulation Interna-
tional ,2003:19.

[2] WANG H J,LI N. An algorithm of digital image watermark
based on multiresolution wavelet analysis[ C]//Proceed-
ings of 2005 |IEEE International Workshop on VLSI Design
and Video Technology.May 28-30, 2005, Suzhou, China.
New York:|IEEE,2005.:272-275.

[3] MANSOURI A, MAHMOUDI AZNAVEH A. TORKAMANI
AZAR F. SVD-based digital image watermarking using
complex wavelet transform[ J]. Sadhana, 2009, 34 (3):
393-406.

[4] SEDDIK H,SAYADI M, FNAIECH F. A new blind image
watermarking method based on shur transformation
[C]//2009 35th Annual Conference of IEEE Industrial E-
lectronics, November 3-5, 2009, Porto, Portugal. New
York:|IEEE,2009:1967-1972.

[5] SEDDIK H,SAYADI M.FNAIECH F.et al. A new multi-do-
mains image watermarking method based on multi-water-

marks embedding and neural network segmentation[ J].

[6]

7]

[8]

[9]

[10]

[11]

[12]

+ 885 -

Applied Mathematical Sciences,2007,1(39):1927-1939.
HU K. LI C,HU J P.et al. Robust multiple watermarking
algorithm for color image via BEMD and DCT[J/OL].
Journal of Beijing University of Aeronautics and Astronau-
tics:1-16. (2021-06-15) [ 2021-11-08]. https://doi. org/
10.13700/j.bh.1001-5965.2021.0214.

BN 2R B EROT L 45 55T BEMD 5 DCT I % 8 K 1%
Z FKENE AL LI/OL]. db 5 it 48 it KR 2= 2= 4« 1-
16. (2021-06-15) [ 2021-11-08 ]. https://doi. org/10.
13700/j.bh.1001-5965.2021.0214.

SVERDLOV A, DEXTER S, ESKICIOGLU A M. Robust
DCT-SVD domain image wat ermarking for copyright
protection: embedding data in all frequencies C]//2005
13th European Signal Processing Conference. Septem-
ber 04-08,2005, Antalya, Turkey. New York:|IEEE, 2005
1-4.

SHETH R K, NATH V V. Secured digital image water-
marking with discrete cosine transform and discrete
wavelet transform method[ C]//2016 International Con-
ference on Advances in Computing, Communication, &
Automation (ICACCA) (Spring) , April 8-9,2016, Dehra-
dun,India. New York:IEEE,2016:1-5.

WU D Y.ZHAO J.WANG G P.et al. An image zero water-
marking technology based on ameliorated singular value
and subblock mapping[ J]. Acta Optica Sinica, 2020, 40
(20):2010002.

SAEBH B, VE [ 45— B T R A S T R
W S5 Y PR K BN R L] 27 27 4 2020, 40 (20D -
2010002.

WU D Y, TANG Y,ZHAO W,et al. Zero watermarking al-
gorithm based on Curvelet-DWT-SVD[ J]. Journal of Yan-
shan University,2020,44(1) :38-48.

SLAERH B LB A 45 . 3T Curvelet-DWT-SVD (1% 7k
vk J]. el K2R 224k, 2020,44 (1) : 38-48.
ERNAWAN F, KABIR M N. A blind watermarking tech-
nique using redundant wavelet transform for copyright
protection[CJ//2018 IEEE 14th International Colloquium
on Signal Processing & Its Applications (CSPA) , March
9-10, 2018, Penang, Malaysia. New York: IEEE, 2018
221-226.

HU Wei, LI Xin,CHEUNG G, et al. Depth map denoising u-
sing graph-based transform and group sparsity[ C]//2013
IEEE 15th International Workshop on Multimedia Signal



+ 886 -

[13]

[14]

[15]

[16]

Processing (MMSP) , September 30-October 2,2013, Pu-
la,ltaly. New York:|IEEE.2013:1-6.

EGILMEZ H E, CHAO Y H, ORTEGA A. Graph-based
transforms for video coding[ J]. IEEE Transactions on Im-
age Processing,2020,29:9330-9344.

FARZANEH M, TOROGHI R M, ASGARI M. Audio com-
pression using graph-based transform[C]//2018 9th In-
ternational Symposium on Telecommunications (IST) .
December 17-19, 2018, Tehran, Iran. New York: IEEE,
2018:410-415.

FRACASTORO G, THANOU D, FROSSARD P. Graph
transform optimization with application to image com-
pression[ J]. IEEE Transactions on Image Processing,
2020,29:419-432.

GANIC E, ESKICIOGLU A M. Robust DWT-SVD domain

[17]

fE& &
Sk R

e

WHI - B W 20224 33k

image watermarking: Embedding data in all frequencies
[C]//Proceedings of the 2004 Multimedia and Security
Workshop on Multimedia and Security-MM & Sec” 04,
September 20-21, 2004, Magdeburg, Germany. New
York: ACM Press,2004:166-174.

ERNAWAN F,KABIR M N. A block-based RDWT-SVD im-
age watermarking method using human visual system

characteristics[ J]. The Visual Computer, 2020, 36 (1) :
19-37.

e
971, B Wi+ )5, 882 i+ /1 A S0, E TN FHE
Py 8 T it VA L AL LA T TR B ST .



