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Source camera identification based on improved sensor pattern

noise extraction model

SU Kaiging, TIAN Nili* » PAN Qing

(School of Information Engineering, Guangdong University of Technology , Guangzhou, Guangdong 510006, China)

Abstract: To solve the problem of poor identification effect of current sensor pattern noise (SPN) extrac-

tion model in compressed video source detection,an improved SPN extraction model based on multi-scale

transform domain adaptive Wiener filtering and a weighted maximum likelihood estimation is proposed.

Firstly, the video coding and decoding is interfered, the video frame is extracted in front of the loop filter

module of the coder,and then the video frame is input into the dual-density and dual-tree complex wave-

let transform adaptive Wiener filtering model to extract the noise residual. Finally,the SPN is estimated

from the noise residual by weighted maximum likelihood estimation. Test and comparison are completed

on the public video source database VISION. The experimental results show that the proposed improved

SPN extraction model performs better than the traditional SPN extraction algorithm on ROC curve and

Kappa statistical coefficient.

Key words: sensor pattern noise (SPN); compressed video identification; multimedia forensics; multi-

scale decomposition; weighted maximum likelihood estimation
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Tab.1 TPR of different PRNU extraction algorithms
when FPR is about 107

Time/s Type Basic BM3D DTCWT Ours
Stll  0.1111 0.5741 0.546 3 0.6296
10 Move 0.3519 0.6296 0.6574 0.4259
Parrot  0.3611 0.5093 0.5278 0.5926
Still  0.1389 0.694 4 0.5648 0.8333
20 Move 0.5093 0.5833 0.6944 0.6481
Parrot 0.5370 0.6296 0.5926 0.6852
Still  0.5926 0.8519 0.6759 0.9259
40  Move 0.6574 0.6852 0.7963 0.8148
Parrot 0.6852 0.5833 0.7222 0.7963

K2 AEFETHELLF B PRNU REE %58 Kappa %1t 25
Tab.2 Kappa statistical coefficients of PRNU extraction

algorithms in videos with different clipped time

Time/s Basic BM3D DTCWT Ours
10 0.4931 0.8090 0.8021 0.8889
20 0.6076 0.906 3 0.8715 0.9236
40 0.8472 0.9167 0.9236 0.9479
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